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Agenda

* Ghostery Introduction

e Our thoughts on the FCC Proposed Rulemaking
— Web Browsing History — Sensitive information or not?
— IP Address — PII?
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Millions Of Consumers Rely On Ghostery To Control
How They Are Tracked Online

Store Locator Gift Cards Gift Ideas

SEAIS

Credit Card + Kmart.com WMy Orders Help

Appliances Auto Baby Clothing Electronics Fitness Home Jewelry Outdoor

Get More Done
for Less

< Save 50% on featured Craftsman tools

Shop Now
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® Advertising

Customer
Interaction

® Essential
» Site Analytics
® Social Media




Businesses Rely On Ghostery To Optimize The Digital User Experience,
Driving Revenues And Profits
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Note: Sears.com is not a Ghostery customer.




The Problem: “Frankenstack” Ruins Consumer Experience, Losing Billions in
Online Revenue

Marketing Technology No Optimization Poor Online Lost Revenues &

“Frankenstack” Platform Experience Higher Costs

Billions of dollars of lost

PERFORMANCE GOVERNANCE

revenue and increased costs

,O © Wy

X Slow pages killing commerce

; and ad revenues??3
% Number of marketlr?g Consumer frustration and
technology companies doubled mistrust from a miserable % Data loss
in 2015.1 X Security threats*

digital experience
X Complexity increasing with SECURITY PRIVACY X Privacy compliance risks®
growth of mobile and loT

Source: (1) ChiefMarTec.com. (2) Amazon internal study 2013. (3) Radware internal study 2014. (4) Ponemon Institute & Ghostery
Mixed Content Warnings Study — September 2014. (5) European Global Data Protection Regulation.
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Ghostery Overview

Founded in 2009, Ghostery empowers consumers and businesses to create
safer, faster, and more trusted digital experiences

& O ® [>

SECURITY GOVERNANCE PERFORMANCE PRIVACY
Ghostery
hoices
MCM Plug-In App €

App Notice Site Notice Ad Choices
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Ghostery Business Model Overview
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Market Share Leader in Privacy Compliance Across All Devices

Behaviorally-Targeted Ads Bought & Sold
Across Desktop, Mobile Web and In-App

@ Anstate.
ONLY ALLSTATE PAYS SAFE Vet good e

AYEARWITHA selected for you based on your browsing activity.

SAFE DRIVING . AOL Advertising.com helped Allstate determine i

DRIVERS BACK TWICE This ad has been matched to your interests. It was

[X] |na

hat

More information & opt-out options »

B 0 N U sm c H E c K you might be interested in an ad like this.

What is interest based advertising »

Allstate Privacy Policy »

Privacy Controls by Ghostery, Inc

Compliance for Data Collection on
Sites and Apps

Where to?

Q Destination, Hotel

Check in Check out

@ MMWDDYYYY ﬁ MM/DOYYYY

HERE>
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How Web Browsing History Is Used In Advertising — The Same For ISPs as Any
Other Company. Not Combined With Personal Data By Default

When a person visits a website, searches, or starts a shopping
cart online...

http://info.evidon.com/about_behavioral_advertising/section1
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How Web Browsing History Is Used In Advertising — The Same For ISPs as Any
Other Company. Not Combined With Personal Data By Default

companies identify his/her browser, along with inferences about their
interests, by placing small text files (e.g. cookies) on their computer.

http://info.evidon.com/about_behavioral_advertising/section1
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How Web Browsing History Is Used In Advertising — The Same For ISPs as Any
Other Company. Not Combined With Personal Data By Default

Data Aggregators: create audience segments for advertisers to target.

oS Data Aggregators combine data from multiple sources and create audience groups,
AdS or "segments,” based on particular characteristics like interests, demographics and
PR more (for example, "Paris Travelers").
Agencies

Ad Networks

Exchanges

i
n
yaN
PARIS

TRAVEL

Data Aggregators

Demand-Side
Platforms (DSP)

http://info.evidon.com/about_behavioral_advertising/section2
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How Web Browsing History Is Used In Advertising — The Same For ISPs as Any
Other Company. Not Combined With Personal Data By Default

What happens with a person's data?

= Cookies, beacons, and flash cookies are used to collect it.
« Data collected is generally used to include a person's browser in an audience segment.
= Cookies are used for other things too; enabling them on a computer can make navigating the web easier.

=« Some companies collect data and sell it to other companies; being familiar with company privacy policies helps
people protect their privacy.

« Opting out of interest-based advertising doesn't mean people stop receiving ads.

= In certain cases, data may be combined with other sources (or with personal information on an opt-in basis) to
produce more detailed profiles.

http://info.evidon.com/about_behavioral_advertising/section3
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http://info.evidon.com/about_behavioral_advertising/section3
http://info.evidon.com/about_behavioral_advertising/section3

Agenda

* Ghostery Introduction

e Our thoughts on the FCC Proposed Rulemaking
— Web Browsing History — Sensitive information or not?
— IP Address — PII?
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ISPs And Publishers Collect The Same Web Browsing History, So The Privacy
Controls Should Be The Same (I)

Control your Google ads Ads based on your interests @@ ON

You can control the ads that are delivered to you based on your Improve your ad experience when you are signed in to Google sites

Google Account, across devices, by editing these settings. These
ads are more likely to be useful and relevant to you.

With Ads based on your interests ON With Ads based on your interests OFF

You will still see ads and they may be based on your

Your topics general location (such as city or state)
American Football Arts & Entertainment Bollywood & South Asian Film 0 Al e a2 Ceme e | e e i il
Business & Industrial Celebrities & Entertainment News Classical Music T (e 2 AT e £ ey b Iesm el
Computers & Electronics Dance & Electronic Music Movies » You will no longer be able to edit your interests
b4 P til b4 Performing Art b4 Politi Aefiorn q 2
& parenting & Performing Arts & roltics » All the advertising interests associated with your Google
o4 Pop Musi L4 Rock Musi L4 Shoppi
& PopMusic B RockMusic ] opping Account will be deleted
TV & Video TV Comedies TV Documentary & Nonfiction
TV Dramas TV Sci-Fi & Fantasy Shows
WHERE DID THESE COME FROM?
Control ads on 2 million+ websites n
]
S . o)
Your proﬂle You can opt-out of and control more ads, such as: N /’,
» ads shown anonymously to this browser by Google a
This information comes from your Google Account. If you edit it, your changes will « ads shown to you on non-Google sites P
apply across your Google Account. Depending on the settings you've chosen, this « ads that use information from your visits to advertiser ‘ '
information might be used to show you ads. websites
» ads shown to you on Google sites when you are not . - -
Gender: Male /7 Visit the Consumer Ads Help Center to learn

signed in

CONTROL SIGNED OUT

more about how Google serves ads.
Age: Unknown

https://www.google.com/settings/u/0/ads/authenticated
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ISPs And Publishers Collect The Same Web Browsing History, So The Privacy
Controls Should Be The Same (Il)

Privacy Main

AOL Privacy Policy Highlights

Search the web

Privacy FAQ Preferences Terms of Service Help

We are committed to building, improving, and expanding some of the best brands online — or anywhere, for that matter. You can find out about
our brands such as The Huffington Post, MapQuest, Engadget, AOL Advertising and more.

AOL is now part of the Verizon family of companies. Additional privacy practices are described in the Verizon Privacy Policy. In the event of a
conflict between this Privacy Policy and the Verizon Privacy Policy, the AOL Privacy Policy will control when you are on an AOL site or using an

AOL product or service.

This notice provides highlights of the full privacy policy which currently applies to the collection and use of information from any device used to
access or connect to AOL branded websites, services, and software, as well as many websites owned by or affiliated with AOL and operating
under different names. Para leer este documento en espafiol haz clic aqui.

What's New

Internet Advertising

Information Sharing

« The AOL Privacy Policy was updated
effective 9/29/2016.

» Updated information related to
International Users.

« Updated information related to your
Mobile Choices.

Our ability to provide free content and
services depends on advertising. Some of
our ads are displayed based on the page
visited, but many of our ads are targeted to
you based on your interests and other
information we have about you. We want
you to understand how internet advertising
works and offer resources and choices.
Learn more.

http://privacy.aol.com/

AOL may share your personal information in limited
circumstances, including when we have your consent to do so
or when sharing is necessary to protect AOL or comply with the
law. Our agents and contractors may have access to your
information, but only to perform services for AOL. We do not
sell or rent your personal information to third parties. We may,
however, share non-personally identifiable information with
select business partners.

How to Opt-Out

You can opt-out of targeted advertising
delivered by the AOL Advertising Network.

Information We Collect
and Receive

We collect and receive information about
you and your device when you give it to us
directly, when you use our Services, and
from certain third-party sources.

Your Choices

How we use your Information

You can opt-out of the use of your data
for interest-based advertising.

We offer Marketing Preferences to
control how we communicate offers to
you.

You can control the collection and use of
search information.

Registered users can manage their
accounts at My Account.

You can view your interest-based
segments.

You can manage cockies using browser
controls.

Individual products or services may offer
additional controls or preferences.
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The i ion we collect and receive is used to provide our
Services, to improve our Services, and to offer effective
advertising, which helps us keep most of our Services free.

How to Contact Us

AOL Privacy

22000 AOL Way

Dulles, VA 20186
privacyquestions@aol.com

NAl

AOL is a member of the Network Advertising Initiative and is
committed to complying with the Digital Advertising Alliance (DAA)
Self-Regulatory Principles for Online Behavioral Advertising.




Summary of Ghostery’s Perspective

 Web Browsing data is collected the same way, regardless of whether the
company is an ISP or a Publisher, Social Network, Retailer, etc. The consumer
controls, therefore, should work the same way.

— This is the widely accepted FTC and DAA regime

— That ISPs can only use intrusive methods like Deep Packet Inspection to segment out use of
personal/sensitive information is false

» |P Address should not constitute “PII”. This is essentially “throwing out the baby

with the bathwater”

— IP address is where the computer connects to the internet. It does not identify the computer, nor the
person itself. Therefore it does not actually contain Pll unless correlated with other data sets

— |IP address, per industry standards, is never correlated in this way to identify an individual for
advertising purposes unless the user has opted-in. This is auditable by FCC and other regulators
and has been standard industry practice for many years
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THANK YOU

GHUSTERY Scott Meyer
scott@ghostery.com
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